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Preface

The International Risk Governance Council (IRGC) is an independent organisation whose purpose is to aid in the
understanding and management of emerging global risks. It does so by developing concepts of risk governance,
anticipating major risk issues and providing risk governance policy recommendations for key decision-makers.

IRGC defnes risk governance as the identifcation, assessment, management and communication of risks in a
broad context. It includes the totality of actors, rules, conventions, processes and mechanisms concerned with how
relevant risk information is collected, analysed and communicated, and how and by whom management decisions
are taken and implemented.

One of IRGC's tasks is the improvement of concepts and tools for the understanding and practice of risk governance
itself. Good risk governance should, IRGC upholds, enable societies to beneft from change while minimising its
negative consequences.

This report on defcits in the risk governance process is a continuation of the development of IRGC’s approach to
risk governance. Central to this approach is the IRGC Risk Governance Framework, intended to help policymakers,
regulators and risk managers in industry and elsewhere both understand the concept of risk governance and apply
it to their handling of risks. A detailed description of IRGC’s Risk Governance Framework was published in IRGC's
White Paper “Risk Governance —Towards an Integrative Framework” in 2005 [IRGC, 2005].

IRGC's approach emphasises that risk governance is context-specifc. A range of factors — including the nature of
the risk itself, how different governments assess and manage risks, and a society’s level of acceptance or aversion
to risk, among others — means that there can be no single risk governance process. The framework is therefore
deliberately intended to be used fexibly.

The framework is central to IRGC’s work — from it stems the distinction made in this report between understanding
and managing risks. However, in this report on risk governance defcits, IRGC is not assuming that readers are
familiar with the framework. All explanations in this report are hence self-explanatory and do not presume prior
knowledge of the IRGC framework or terminology.

In developing recommendations for improving the risk governance of such issues as nanotechnology, bioenergy,
critical infrastructures, and carbon capture and storage, it became clear to IRGC that many defcits are common
to several risk types and organisations; they recur, often with serious health, environmental and economic
consequences, across different organisational types and in the context of different risks and cultures.

Identifying defcits in existing risk governance structures and processes is now another signifcant element of
IRGC’s methodology. The concept of risk governance defcits — which can be either defciencies or failures within
risk governance processes or structures — complements the use of the framework itself with an analytical tool
designed to identify weak spots in how risks are assessed, evaluated and managed. These weak spots are the
focus of this report.

The purpose of this report is to introduce to managers in government and industry the concept of risk governance

defcits, to list and describe the most common defcits, to explain how they can occur, to illustrate them and their
consequences, and to provide a catalyst for their correction.



Summary

IRGC defnes risk governance defcits as defciencies
(where elements are lacking) or failures (where
actions are not taken or prove unsuccessful) in risk
governance structures and processes. They hinder a
fair and effcient risk governance process.

The defcits described by IRGC have recurred over
time and have affected risk governance in many types
of private and public organisations, and for different
types of risks. While defcits may be relevant for both
simple and systemic risks, in this report we focus on
the latter. This is because systemic risks — defned as
those risks that affect the functionality of systems upon
which society depends and that have impacts beyond
their geographic and sector origins — provide a greater
challenge for risk governance and thus greater scope
for the occurrence of defcits.

The potential consequences of risk governance
defcits can be severe in terms of human life, health,
the environment, technology, fnancial systems and
the economy as well as social and political institutions.
There may be a failure to trigger necessary action,
which may be costly in terms of lives, property or
assets lost; or the complete opposite — an over-
reaction or ineffcient action which is costly in terms
of wasted resources. Consequences of defcits
can also discourage the development of new
technologies, as they can lead to a suffocation of
innovation (through over-zealous regulation) or to
unintended consequences (through failing to account
for secondary impacts). Loss of public trust in those
responsible for assessing and managing risk or an
unfair (or inequitable) distribution of risks and benefts
are other possible adverse outcomes.

By identifying and describing these important
defcits, this report aims to help risk decision-makers
in government and industry understand both the
causes of defcits in risk governance processes and
their capacity to aggravate the adverse impacts of
a risk. With this understanding, it is hoped that risk
practitioners will be able to identify and take steps
to remedy signifcant defcits in the risk governance
structures and processes in which they play a part,
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including those that may be found within their own
organisations.

Although presented in this report as distinct
phenomena, with their respective causes, drivers,
properties and effects, defcits can be inter-related (for
example, a defcit in risk assessment may increase
the chances of another, linked defcit occurring during
the management phase) and a single risk issue may
be subject to multiple defcits.

As with the design of its risk governance framework,
IRGC has grouped the defcits to refect the distinction
between assessing riskand managingrisk. Thoseinthe
assessment sphere (cluster A) relate to the collection
and development of knowledge, understanding and
evaluation of risks. Those in the management sphere
(cluster B) concern the acceptance of responsibility
and the taking of action in order to reduce, mitigate or
avoid the risk. Each defcit is illustrated by examples
from the risk governance of past or current risk issues
— for example, the outbreak of “mad cow disease”,
Bovine Spongiform Encephalopathy (BSE), in the
United Kingdom (UK), Hurricane Katrina, fsheries
depletion or genetically modifed crops in Europe
—in order to demonstrate the severity and variety of
material and immaterial impacts they can have.

Cluster A: Assessing and understanding risks

Risk governance defcits can occur during risk
assessment. Such defcits arise when there is
a defciency of either scientifc knowledge or of
knowledge about the values, interests and perceptions
of individuals and societies. They can also be caused
by problems within the processes by which data is
collected, analysed and communicated as knowledge,
or result from the complexity and interdependencies
within the system at risk. Complexity, uncertainty and
ambiguity are thus key challenges for risk assessment
and underlie all of the defcits in cluster A.

IRGC has identifed 10 defcits in risk assessment.

international risk governance council
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The frst few defcits address diffculties involving the
gathering and interpreting of knowledge about risks
and perceptions of risks:

¢ (Al) the failure to detect early warnings of risk
because of erroneous signals, misinterpretation
of information or simply not enough information
being gathered;

e (A2) the lack of adequate factual knowledge for
robust risk assessment because of existing gaps
in scientifc knowledge or failure to either source
existing information or appreciate its associated
uncertainty; and

e (A3) the omission of knowledge related to
stakeholder risk perceptions and concerns.

The following three defcits have to do with disputed, or
potentially biased or subjective, knowledge, and have
the effect of making it diffcult to judge whether a risk
needs specifc attention or action. They comprise:

* (A4)thefailure to consult the relevant stakeholders,
as their involvement can improve the information
input and the legitimacy of the risk assessment
process (provided that interests and bias are
carefully managed);

« (A5) the failure to properly evaluate a risk as being
acceptable or unacceptable to society; and

e (A6) the misrepresentation of information about
risk, whereby biased, selective or incomplete
knowledge is used during, or communicated
after, risk assessment, either intentionally or
unintentionally.

A further three defcits focus on knowledge related to
systems and their complexity:

e (A7) a failure to understand how the components
of a complex system interact or how the system
behaves as a whole, thus a failure to assess the
multiple dimensions of a risk and its potential
consequences;

* (A8) a failure to recognise fast or fundamental
changes to a system, which can cause new risks
to emerge or old ones to change; and

e (A9) the inappropriate use of formal models as a
way to create and understand knowledge about
complex systems (over- and under-reliance on
models can be equally problematic).

The fnal defcit in cluster A addresses how knowledge
and understanding are never complete or adequate. At
the core of this defcit (A10) is the acknowledgement
that understanding and assessing risks is not a
neat, controllable process that can be successfully
completed by following a checklist. Rather, this defcit
is about assessing potential surprises. It occurs when
risk assessors or decision-makers fail to overcome
cognitive barriers to imagining that events outside
expected paradigms are possible.

Cluster B: Managing risks

Risk governance defcits can also occur during risk
management. These defcits concern responsibilities
and actions for actually managing the risk and can
be sub-grouped as relating to: a) the preparation and
decision process for risk management strategies and
policies; b) formulating responses and taking actions;
and c) the organisational capacities for implementing
risk management decisions and monitoring their
impacts.

Those defcits related to the preparation and decision
process for risk management strategies and policies
derive from failures or defciencies on the part of risk
decision-makers to set goals and thoroughly evaluate
the available options and their potential consequences.
They are:

* (B2) a failure to design effective risk management
strategies. Such failure may result from objectives,
tools or implementation plans being ill-defned or
absent;

« (B3) a failure to consider all reasonable, available
options before deciding how to proceed;

e (B4) notconducting appropriate analyses to assess
the costs and benefts (effciency) of various
options and how these are distributed (equity);

* (B6) a failure to anticipate the consequences,
particularly negative side effects, of a risk
management decision, and to adequately monitor
and react to the outcomes;

e (B7) an inability to reconcile the time-frame of the
risk issue (which may have far-off consequences
and require a long-term perspective) with
decision-making pressures and incentives (which
may prioritise visible, short-term results or cost

Risk Governance Deficits



reductions); and, lastly,
« (B8) a failure to adequately balance transparency
and confdentiality during the decision-making
have implications for

process, which can

stakeholder trust or for security.

Each of these defcits has the capacity to derail the
risk management process — even if other defcits are
avoided. For example, no matter how successfully
an organisation coordinates its resources to quickly
implement a strategy or enforce a regulation, the
results will be inadequate if the original strategy or
regulation was fawed from the beginning.

The defcits which relate to formulating responses,
resolving conficts and deciding to act derive from an
inability on the part of the risk manager to identify the
most appropriate response given the context or even
to properly understand the context of the risk issue,
which inevitably must guide the response. These
defcits are:

(B1) a failure to respond adequately to early
warnings of risk, which could mean either under-
or over-reacting to warnings;

e (B11) a failure to deal with the complex nature of
commons problems, resulting in inappropriate or
inadequate decisions to mitigate commons-related
risks (e.g., risks to the atmosphere or oceans);

» (B12) a failure to resolve conficts where different
pathways to required in

consideration of the nature of the confict and of

different stakeholder interests and values; and

resolution may be

» (B13) insuffcient fexibility or capacity to respond
adequately to unexpected events because of
bad planning, infexible mindsets and response
structures, or an inability to think creatively and
innovate when necessary.

Finally, there are the defcits related to organisational
capacities for responding or monitoring. These occur
because of shortcomings in terms of resources,
willpower or coordination:

e (B5) a failure to implement risk management
strategies or policies and to enforce them;

e (B9) a lack of adequate organisational capacity
(assets, skills and capabilities) and/or of a

suitable culture (one that recognises the value
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of risk management) for ensuring managerial
effectiveness when dealing with risks; and, fnally,

e (B10) a failure of the multiple departments or
organisations responsible for a risk's management
to act individually but cohesively, or of one entity to
deal with several risks.

Risk governance deficits: a real-world example

The emergence of BSE in the UK and the early
handling of the epidemic in British cattle was certainly
an example of inadequate risk governance. This case
is used in the report to illustrate several of the above
defcits from both the assessment and management
clusters.

BSE is a neurodegenerative disease affecting cattle,
transmissible to humans via consumption of infected
beef. As a novel disease in 1986, it gave no obvious
early warning signals of its emergence; cattle were
sick, but there was no clear cause. Additionally,
risk assessors did not possess adequate scientifc
knowledge of its epidemiology or pathology to
confdently evaluate what sort of risk it posed to animal
or human health (A2). Expert groups convened to study
the disease and to advise on whether BSE could have
implications for human health could only conclude that
negative implications were “unlikely”. However, the
uncertainty associated with the available knowledge
meant that public health risks could not be ruled out.
Nevertheless, authorities did not take into account this
uncertainty and repeatedly assured the public that
British beef was safe to eat. Even as evidence of BSE’s
transmissibility to other species (such as cats and
pigs) began to mount, authorities gave the public the
impression that BSE was not transmissible to humans.
The importance and implications of precautionary
public health measures taken by the government were
also downplayed in the public domain. These actions
constituted a misrepresentation of information about
the true risks of BSE (A6) and contributed to what was,
on the whole, a serious failure in risk communication.
The government’s efforts to reassure the public that
there was no risk from BSE actually ended up creating
more risk and contributing to the scale of the negative
economic and social consequences.

international risk governance

council
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With regard to the precautionary regulations that were
eventually put in place, here the dominant defcit was
the failure to implement and enforce risk management
measures (B5). Two of the most important regulations
introduced during the BSE epidemic — the ban on
feeding ruminant animals meat and bone meal made
from animal carcasses, and the ban on incorporating
specifed bovine offal (SBO) into human food — were
neitherimplemented nor enforced as effectively as they
could have been. Concern for the economic health of
industry led to a fve week delay in the implementation
of the ruminant feed ban and to very lax enforcement
of the SBO ban.

Dispersed responsibilities (B10) also caused a
number of problems throughout the handling of the
crisis. Communication and collaboration were slow
or non-existent between the Department of Health
(responsible for public health) and the Ministry of
Agriculture, Fisheries and Foods (MAFF, responsible
for animal health and agricultural interests). Internal
divisions and contradictions within MAFF further
complicated matters.

Overall, dealing with BSE and its consequences
is estimated to have cost the UK government £4.4
billion by 2001 and (to September 2009) 165 people
had died from the human form of the disease, Variant
Creutzfeldt-Jakob Disease (vCJID).

BSE and the other illustrations used in this report
demonstrate the impact of risk governance defcits on
past risk issues. They also show how the underlying
concept of defcits refects the interactive process
between risk assessment and management, as well
as that between risk generators and those affected
by it.

Overall, this report can be used by organisations
as a checklist to, frst, evaluate the risk governance
processes of which they are a part and, then, prioritise
those which are most in need of improvement.

IRGC will provide further guidance on acting on the
concepts described in this report in a policy brief to be
published in late 2009.

Risk Governance Deficits



| Introduction

Risk governance defcits are defciencies or failures
in the identifcation, assessment, management or
communication of risks, which constrain the overall
effectiveness of the risk governance process.
Understanding how defcits their
consequences can be and how their potential negative

impact can be minimised is a useful starting point for

arise, what

dealing with emerging risks as well as for revising
approaches to more familiar, persistent risks.

The aim of this document is to provide guidance on
identifying risk governance defcits and to improve
understanding of the causes of failures in risk
governance processes as they occurred in the past,
occur now and will probably recur in the future if
institutions and processes are unaware of these
problems or do not develop appropriate strategies to
avoid them. It also aims to improve the skills of risk
managers in judging which defcits are likely to be
relevant to particular circumstances and in recognising
which defcits can be eliminated or mitigated. The
report
regulators, industry, scientists and non-governmental
organisations (NGOs): in short, all those involved in

audience for the includes policymakers,

assessing and managing risk.

The potential consequences of risk governance
defcits can include, for example, lost opportunities
and unrealised benefts, diminution of technological
innovation and diffusion, and the loss of public trust.
Many consequences of defcits may not be clear or
quantifable at the time of their occurrence, but they
can nonetheless be severe. One result of the BSE
crisis is that it has taken years for the UK government
to rebuild public confdence in the UK and around the
world in the British food supply. Another example is
asbestos, which was recognised as harmful to health
as early as 1898, but the regulation of which is still
incomplete (or non-existent) in some countries. It is
estimated that in the European Union (EU) alone, the
total disease burden of asbestos could be between
250,000 and 400,000 deaths over the next 30 years
[Gee and Greenberg, 2002].

There are many existing and emerging risks of natural

frgc)
- |

or human origin, including natural catastrophes,
pandemics/epidemics, risks arising from lack of clean
water, climate change, pollution, biodiversity loss,
poverty, drug abuse, obesity, violence, geo-political
risks, technology-based risks, infrastructure risks or
fnancial risks. Together they harm millions of people
every year, but some are more widespread and
serious than others. It would be unrealistic to believe
that all risks can be anticipated or managed, but many
gaps in their governance could be remedied.

When risks derive (at least in part) from the
interconnectedness of the modern world, challenging
key functions of society, we refer to them as systemic
risks. The term systemic risk is more familiarly used to
describe fnancial risks which affect an entire market
rather than a few individual participants. In line with
the defnition given by the Organisation for Economic
Cooperation and Development (OECD) [OECD, 2003],
IRGC has defned systemic risks as: “Those risks that
affect the systems on which society depends — health,
transport, energy, telecommunications, etc. Systemic
risks are at the crossroads between natural events;
economic, social and technological developments;
and policy-driven actions, both at the domestic and
international level” [IRGC, 2005]. The rapid spread of
Severe Acute Respiratory Syndrome (SARS) to many
countries, and its impact on trade, tourism and the
economy as well as on public health, is one example
of a systemic risk; others include the cascading
failures of interconnected electricity grids and how
climate change will affect, in various ways, almost all
of the world’s populations and ecosystems. Systemic
risks typically have impacts beyond their geographic
and sector origins and may affect the systems — for
instance, fnancial or ecological — on which the welfare
of the planet depends. IRGC focusses on systemic
risks because they may be quite intractable and
devastating yet require cooperation among countries
— or even a formal process of global collective action
— to be effectively addressed.

Risk governance defcits operate at various stages
of the governance process, from the early warnings
of possible risk to the formal stages of assessment,



management and communication. Both under-
estimation and over-estimation can be observed in
risk assessment, which may lead to under-reaction or
over-reaction in risk management. Even when risks
are assessed in an adequate manner, managers
may under- or over-react and, in situations of high
uncertainty, this may become clear only after the fact.

Human factors infuence risk governance defcits
through an individual's values (including appetite
for risk), personal interests and beliefs, intellectual
capabilities, the prevailing regulations or incentives,
but also sometimes through irrational or ill-informed
behaviour. The report illustrates the impact of human
factors on risk governance, for example in the case
of fraud (Enron), or the adoption by well-intentioned
regulators of an over-zealous or apathetic approach
to new risks.

For each risk governance defcit, this report frst
provides a brief generic description, giving short
explanations of some of the conceptual challenges
facing risk managers. The sequence of defcits does
not imply an order of priority. Each defcit description is
followed by one or more examples of how the defcit has
occurred during the handling of past and current risk
issues and what the consequences have been on the
organisations involved. As will be seen, diagnoses of
the causes of defcits and their resulting consequences
are not always straightforward, even with the beneft
of years of hindsight. Thus, we have focused on
illustrations of defcits where some consensus exists
or where it is feasible to describe a range of opinions
about their causes and consequences.

In addition, case studies have been written to refect
as much of a consensus as possible, although there
will always be a subjective element to such analyses.
The case studies are:

* The regulation of genetically modifed crops in

Europe

¢ The response to Hurricane Katrina

» Electromagnetic felds and radiation

« Fisheries management and depletion

¢ The BSE epidemic in the UK

The full text of these case studies can be obtained
from IRGC. Summaries, plus a brief overview of the
subprime crisis in the United States (US), have been
added in an annex to this report.

In considering the causes of the most frequently
occurring risk governance defcits, this report
is organised into two clusters related to (A) the
assessment and understanding of risks (including
early warning systems), and (B) the management
of risks (including issues of confict resolution).
Defciencies or failures in communication related to
risk assessment and management, including how the
dialogue with stakeholders is organised, are relevant
to multiple defcits in both clusters. Therefore, in this
report risk communication issues are integrated into
many of the defcit descriptions rather than addressed
separately. This integrative role of risk communication
is also emphasised in the IRGC Risk Governance
Framework in a way that distinguishes it from many
conventional concepts in which risk communication
is either a separate category or only a part of risk
management.

e Cluster A describes 10 defcits that can arise when
there is a defciency of either scientifc knowledge
or knowledge about the values, interests and
perceptions of individuals and organisations.

* Cluster B describes 13 defcits related to the role
of organisations and people in managing risks,
showing the need for adequate risk cultures,
structures and processes.

This report can serve as guidance for policymakers
and practitioners in the public, private and non-
governmental sectors concerned with fair and effcient
risk governance and interested in avoiding risk
governance defcits and their impacts. The guidance is
therefore intended to promote thinking about whether
an organisation has the right procedures in place to
deal with risks as they are recognised, even risks that
are only vaguely known or the full ramifcations of
which are not yet understood.
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I Cluster A: Assessing and understanding risks

Accurate knowledge and understanding are essential
for effective risk governance. Knowledge is needed to
reduce complexity and uncertainty and to understand
ambiguity. It is needed to clarify the often confusing
interactions between multiple sources of harm, what
causes them to become risks, and their potential
physical, social and economic consequences.
Knowledge can also help to quantify the levels of
risk to be experienced by different individuals and
communities.

Understanding is equally important. If knowledge
exists but is not understood by decision-makers,
stakeholders and the public, risk governance becomes
highly vulnerable to error and unpredictability.

Two types of knowledge are relevant here:

1. Scientifc knowledge about the physical properties
of a risk, such as: hazards, exposure and
vulnerabilities; the probability of the risk occurring;
and, the potential impacts and consequences if it
does; and

2. Knowledge of risk perceptions and their
underlying determinants and consequences,
such as: stakeholders’ interests and values;
recent coverage of risk in the mass media; and,
the social, economic and political consequences
of confict between experts’, decision-makers’
and lay-peoples’ perceptions of risk.

Disagreement in risk governance may arise from
“conficting values as well as conficting evidence, and,
in particular, from the inadequate blending of the two”
[IRGC, 2005]. Risk governance defcits thus emerge
when the knowledge base is defcient or inadequate
as the result of:

¢ A lack of scientifc evidence about the risk
itself, or of the perceptions that individuals and
organisations have of the risk;

« Application of inappropriate methods, models or
scenarios to derive this evidence;

 Failure to understand or take account of available
knowledge; and/or

e Misuse of available knowledge, intentionally or
unintentionally.

It is important to acknowledge that there will never
be suffcient capacity to assess all the information
relevant to a systemic risk. Thus a crucial skill of
the risk assessor, and responsible managers, is
deciding what information can be ignored and what
simplifcations can be made. For risks of a systemic
nature, a holistic approach to risk assessment would
be ideal, encompassing the full scope and scale of
the risk, but this is not practicable. Conclusions need
to be drawn from analyses with more limited scope.
Furthermore, the key information may undermine
particular interests, intentions or plans, or contradict
deeply-held ideological or moral values [Tetlock and
Oppenheimer, 2008]. Decision-makers may prioritise
information based on expediency or other personal,
economic or political considerations.

In dealing with these challenges, IRGC’s approach
to risk governance highlights the related knowledge
requirements. IRGC applies the term complex to risks
for which it is diffcult to identify and quantify causal
interactions among many potential agents and thus
to determine specifc outcomes. Complexity is often
inherent in natural and man-made phenomena and is
not just a defcit of understanding or measurement.
The term uncertainty is used by IRGC to refer to
a state of knowledge in which the likelihood of
any adverse effect, or indeed the nature of the
effects themselves, cannot be precisely described.
Ambiguity occurs when there are several alternative
interpretations of risk assessment information. For
simple risks (e.g., the risk of fre in a residential home),
a promising regulatory action may be straightforward
(e.g., required installation of smoke detectors and
sprinklers). However, for the complex, uncertain and/
or ambiguous risks described here, risk assessment
is considerably more demanding and the scope for
defcits is correspondingly greater.

Complexity, uncertainty and ambiguity are prevalent in
ourinterconnected and fast-changing world. Innovation
and globalisation in information and communication
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technologies have created more interdependencies
between regions of the planet. No sector of society —
economic, environmental, technological, religious or
socio-political — is isolated from this interdependence.
Complexity, uncertainty and ambiguity make precise
risk assessment more challenging and demand
both analytical and organisational innovation from
participants in risk governance.

These problems apply in both the public and private
sectors.
responsibility for the security and safety of their citizens,
there are many risks where the private sector has to

While governments have the primary

take responsibility (e.g., product safety). Furthermore,
many systemic risks can be successfully assessed
only by including a combination of perspectives from
public and private actors. Some examples might be
the security of the energy supply (with many countries
now having privatised the supply and distribution of
gas and electricity, while energy policy remains in the
hands of the government) or assessing the potential
impact of a pandemic disease outbreak (for which
governments will assume responsibility through public
health plans, while business will deal, for example, with
aspects such as business continuity or the production
of vaccines — see cluster B).

This cluster describes defcits in risk governance
relating to the research, analysis, interpretation and
communication of knowledge about systemic risks.
Each defcit is accompanied by real-world illustrations
of how the defcit has affected past or current risk
governance activities.

A1 Early warning systems

Missing, ignoring or exaggerating early
signals of risk

The basic problem is simple: how do we look for
something that we do not yet know about or fully
understand? Early warning systems as a foundation
of risk governance may be formal (as in the radar
systems used to detect Luftwaffe missions in World
War 1) or informal (as in the discovery by Turkish
haematologists that shoemakers who used benzene
as a solvent for adhesives contracted aplastic
anaemia and other blood abnormalities). When early

warning systems are perfect, they prevent serious
harm without causing any false alarms.

A signal from the warning system may be weak or
strong. It typically exists long before a risk comes to the
attention of decision-makers or the public, especially
in cases of very slow changes within a system. The
warning system accumulates information until a
determination is made (based on human judgement
and/or a computer algorithm) as to whether something
is signifcant enough to trigger further action (e.g.,
develop risk scenarios and risk mitigation strategies).
The warning system may itself be considered a form
of risk assessment, or the system may produce data
that are subsequently used by risk assessors in more
in-depth analyses.

False negatives (no indication of a risk when one
is actually present) and false positives (erroneous
signals indicating something is present when it is not)
in early warning systems are unfortunate realities.
When a system is too insensitive, it fails to detect an
emerging risk (e.g., the signal-to-noise ratio may be
too small, causing the system to miss the worrisome
evidence). False negatives are harmful because they
allow an emerging risk to unfold without in-depth
risk assessment or preventive action being taken
by decision-makers before any damage occurs. For
example, if a new technology increases the risk of a
common disease, clinicians may not recognise the
early cases among their patients, and epidemiologists
may have diffculty detecting the statistical elevation
among the large number of cases of the disease.

False positives can also be a serious problem if
decision-makers expend resources needlessly, leaving
fewer resources available to address genuine risks.
False positives — especially if they occur repeatedly
— can also create a potential crisis of confdence (or
mistrust) that can lead to future accurate warnings
being discounted or ignored (“cry wolf” syndrome).

History teaches us that false alarms are costly in both
human and economic terms. A series of false alarms
helped create a climate of complacency at Pearl
Harbour prior to the Japanese attack at the onset of
World War II's Pacifc engagement. More recently,
concerns have been raised that over-reliance on high-
dose animal experiments may have produced false



positives in chemical regulation. For example, the
artifcial sweetener saccharin was shown to cause
bladder tumours when huge doses were administered
to rodents in the laboratory and the United States
Food and Drug Administration (FDA) sought to ban
the sweetener. Further scientifc evidence from biology
and large-scale epidemiology demonstrated that the
high-dose rodent tests on saccharin were not relevant
to human experience.

Advances in science and technology are both helpful
and problematic. Creative innovations in warning
systems may cause a reduction in the rates of both
types of error. However, advances in warning systems
may also permit the detection of minute perturbations
that are not indicators of real risk. For example, new
blood monitoring systems have detected a surprising

number of man-made chemicals in the human body
but it is not yet clear whether the presence of these
chemicals in small quantities is an indicator of potential
harm.

Human judgement in the design of early warning
systems and the subjective interpretation of their
results are unavoidable. Therefore, expert groups
involved in making such judgements should ideally be
composed of individuals with varied experience and
educational and cultural backgrounds. Those involved
with warning systems, whether engaged in horizon
scanning for governments or risk management in
business, need to be both rigorous and open-minded
as to the interpretation of signals, which means being
attentive to low-level or subtle signals without over-
reacting to random noise in data.
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The subprime crisis in the United States
- The risks of home foreclosures were spread to investors throughout the world without transparency about what those
risks actually were, while the few experts expressing concern were ignored.

The subprime crisis that began in 2007 originated in the US, had major adverse impacts
on the international fnancial system and rapidly grew into a global economic crisis. Some
banks and other important fnancial institutions failed, others made large write-offs and
write-downs, and commodity and stock markets fell sharply as investors lost confdence;
the global credit market froze. In turn, many of the world’s economies went into recession
and millions of people lost their jobs.

It appears that numerous factors contributed to the housing bubble and fnancial meltdown: the loose monetary
policy (as the US Federal Reserve Board exerted a downward infuence on interest rates) encouraged lending by
banks; political pressure on lenders increased rates of home ownership among lower-income households, especially
in Hispanic and African-American communities; the sale of “subprime mortgages” to people whose income, assets
and credit history were insuffcient to meet standard (“prime”) qualifcation thresholds; the creation and sale to
investors of increasingly complex fnancial products (securities) linked to these subprime mortgages, products
with risks that were not transparent in fnancial markets; a herd mentality of participants in the fnancial market;
and a lack of adequate regulation of fnancial markets. The system-wide risks arising from these factors were not
predicted by the standard risk models used by fnancial analysts on Wall Street and around the world.

Although few, if any, experts anticipated (or were even able to imagine) a crisis of this magnitude, there were, with
the beneft of hindsight, some early warning signs that the risk models were too simplistic and that the market was
deeply unsound. In fact, some concerns were voiced by prominent economists, fnancial experts and reporters
long before the crisis occurred. For example, as early as 2000, the former Federal Reserve governor, Dr Edward
M. Gramlich, warned the then chairman of the Federal Reserve Board, Dr Alan Greenspan, about what Gramlich
considered to be “abusive” behaviour in the subprime mortgage markets [Soros, 2008]. Several years later, in August
2003, journalists with The Economist published a lengthy article warning of the “unpredictable and possibly painful
consequences” of credit-risk transfer (a driving force for the sale of derivatives based on subprime mortgages)
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and improper regulation of the credit securitisation market [Economist, 2003]. These early warnings, based on
professional judgement, were swept aside as incorrect or alarmist assumptions concerning market dynamics. In
effect, the supreme confdence that housing prices would continue to rise, coupled with the drive for short-term
proft and a fragmented regulatory system, prevented controlling authorities from taking any serious action to avert
the crisis.

Tsunami early warning system in South-East Asia

- Lessons learned from a past failure led to the development of a promising new early warning system.

The tsunami that hit South-East Asia on December 26, 2004 killed more than 140,000 people in Banda Aceh,
Indonesia, and approximately 230,000 people in total. Despite Indonesia’s vulnerability to earthquakes and tidal
waves (because of its position on the Sunda Arc, a subduction zone where three tectonic plates meet), there was
no tsunami early warning system in place, nor was there adequate communications infrastructure to issue timely
warnings. A tsunami warning system for the Pacifc Ocean had existed since 1965. The effectiveness of such
systems has been proven [IOC, 2008] and the lack of one for the Indian Ocean was a major contributing factor to
the many deaths in this case.

Following the 2004 disaster, a framework for an Indian Ocean tsunami warning system
was launched under the auspices of the United Nations Educational, Scientifc and
Cultural Organisation (UNESCO) and its Intergovernmental Oceanographic Commission
in 2005 [UNESCO, 2005]. Indonesia has since been developing and installing a tsunami
warning system in partnership with Germany — the German-Indonesian Tsunami Early
Warning System [GITEWS, 2008] — that uses new scientifc procedures and technologies
to optimise the system for Indonesia’s unique geological situation. Even though it
was only partially operational (the system was offcially launched on November 11, 2008), it successfully detected
an earthquake of 8.4 magnitude off Sumatra on September 17, 2007, allowing Indonesian authorities to issue a
tsunami warning 15-20 minutes before the wave hit [Helmholtz Association of German Research Centres, 2008;
Normile, 2007].

H temporary or it may persist for a long time. If adequate

A2 Factual knowledge about risks porary ot may pers grime. flacea
knowledge exists but is ignored or resisted, this can
lead to important defcits in management (see cluster

The lack of adequate knowledge about a hazard, 5)

including the probabilities of various events
and the associated economic, human health,

. . Lack of knowledge about a risk — its physical or other
environmental and societal consequences

properties — is most likely to occur when risks are in
their emergent phase, a period when fundamental

This defcit arises when there is inadequate knowledge
about a hazard, about the probabilities of adverse
events, about the extent to which people or other
targets are exposed or about the extent of damages
that may result. The lack of knowledge may occur
because of insuffcient or misdirected scientifc efforts,
or the requisite knowledge may be very diffcult to
obtain. This period of inadequate knowledge may be

risk drivers or cause-effect relationships are not yet
established and scientifc understanding is limited or
spotty. Often, rather than being totally absent, relevant
data are of poor quality or incomplete, particularly
when complex processes of change are underway
(e.g., climate change), when new technologies are
introduced (e.g., xenotransplantation) [OECD, 2003]
or when sudden disruptions take place (e.g., the
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2007 collapse of housing prices in the US, UK and
elsewhere, and the associated global fnancial crisis).

Sometimes inadequate knowledge can be traced to
insuffcient funding of scientifc research (this was a
serious problem at the early stages of the acquired
immune defciency syndrome, AIDS, epidemic). But
inadequate knowledge can also result when well-
funded scientists cling to outmoded theories, apply
the wrong or one-sided methods when investigating
a new risk or fail to investigate a subpopulation (of
people, communities or wildlife) which is particularly
vulnerable to an emerging risk. Additionally, scientists
or decision-makers may simply fail to ask the
important questions, or they may even ask the wrong
questions.

Scientifc evidence will be seen as more robust if it
is confrmed by results from more than one source.
though
sometimes perfectly valid, is treated with greater

Evidence based on anecdotal reports,

scepticism than evidence from well-designed,
large-scale statistical studies. Early clinical reports
suggested that silicone breast implants were related
to auto-immune disorders but these reports were not

confrmed by large-scale epidemiological studies.

Once relevant scientifc data have been collected,
defcits can also occur in the process of analysis
and interpretation. When analysis and interpretation
occur without rigorous peer review by qualifed
experts, errors are more likely to occur. Based on
this experience, scientists give more weight to data

Radio-frequency electromagnetic fields

frgc)
- |

that have been published in the open, peer-reviewed
literature. This can prove to be a challenge for the
private sector, as early publication can undermine
sources of competitive advantage.

Diffcult tasks for risk assessors are appreciating
the degree of uncertainty associated with available
knowledge (including any biases in how data
are generated) and evaluating the impact of this
uncertainty on the precision and robustness of the
fndings of a risk assessment. Inadequate knowledge
will be used by some to argue that a risk has not
been proven. Others will argue that the uncertainty
means that an acceptable degree of safety has not
been established. Given the imperfections of scientifc
and societal knowledge and understanding, risk
governance strategies and policy choices will often be
made in the absence of reliable evidence.

Much of the available knowledge about hazards,
including the probabilities and loss estimates in
risk assessments, can be fully understood only by
experts. Yet scientists and risk assessors may fail to
communicate their knowledge to the decision-making
bodies, let alone the general public. At the same time,
public debates about risk may be complicated by the
introduction of pseudoscientifc claims, sometimes
called “junk” science. The confusion resulting from
pseudoscience may lead to exaggeration of risk (e.g.,
early false alarms that drinking coffee causes bladder
cancer) or false assurances of safety (e.g., early
claims that breathing environmental tobacco smoke
is harmless).

- The tendency to confuse the lack of evidence of risk with a demonstration that no risk exists.

Radio-frequency electromagnetic felds (EMFs) have been present since the early 20th
century and human exposure to them has grown rapidly in recent years. Produced primarily
by radio, television, mobile phones, radar and microwaves, radio-frequency EMFs have
frequencies between 10MHz and 300GHz [WHO, 1999] and, if the radiation is of suffcient
intensity, can cause biological tissue to heat up [SAEFL, 2005]. However, in daily life, we

are not exposed to radio-frequency EMFs of suffcient intensity to cause thermal effects

that are harmful to human health [SAEFL, 2005].

Nevertheless, questions remain as to the health hazards of possible non-thermal effects of radio-frequency EMFs.

Despite numerous studies, scientifc knowledge remains unclear or equivocal [NRPB, 2003]. The collection of studies



to date shows some weak positive results (presence of detrimental effects), but results are often inconsistent
between studies and cannot be replicated [WHO, 1999; SAEFL, 2005]. The World Health Organization (WHO) has
thus concluded that “current evidence does not confrm the existence of any health consequences from exposure
to low level EMF” [WHO, 1999]. Absence of evidence is not necessarily the same as evidence of absence, and
often does not suffce to allay public fears. For example, “although studies do not suggest a raised risk of cancer,
they do not rule one out, especially in relation to large cumulative exposures to mobile phones and possible effects
occurring many years after their use” [NRPB, 2003]. More research, including studies with a longer latency period,
will be necessary to improve scientifc knowledge in this feld, but will be challenging to carry out because of rapid
changes in technology [Kheifets et al., 2008].

Replacing one gasoline additive with another
- Failure to fully utilise existing knowledge in risk assessment and to undertake further scientific investigation into a
chemical additive’s risks.

Methyl tertiary-butyl ether (MTBE) has been used as a gasoline additive in the US since the late 1970s, when it
began to replace tetra-ethyl lead as an octane enhancer. Since 1992, MTBE has been used in higher concentrations
by refners in order to meet the requirements of the US Clean Air Act Amendments, as MTBE reduces the level
of harmful carbon monoxide and some other pollutants when gasoline is combusted. While alternative octane
enhancers exist (e.g., ethanol), MTBE was preferred because of its favourable blending properties in pipelines and
its low production cost [US EPA, 2008].

It was also well-known that MTBE had some negative properties. Laboratory studies
suggested that, because of its limited biodegradability, MTBE was highly mobile and
persistent in surface and groundwater [Barker et al., 1990]. Some comfort was taken
from the fact that MTBE has a distinctive odour and taste that is detectable at very low
concentrations in water. In other words, people would object to drinking it before they
became sick from it. Nevertheless, no risk assessment was performed on a key question:
“What will happen if the MTBE leaks from underground storage tanks into groundwater
at numerous locations around the country?” In fact, without adequate assessment, some environmental groups and
regulators joined MTBE producers in avid support of MTBE as a gasoline additive in their pursuit of improved air
quality.

In the mid-1990s, it was discovered that MTBE had leaked from underground petroleum storage systems and
pipelines into numerous bodies of surface and groundwater. Drinking water supplies were contaminated in several
communities, including Santa Monica, California. Questions about the safety of MTBE led to hundreds of lawsuits
being brought by water suppliers and users against oil companies and MTBE producers [Wilson, 2008]. The
groundwater contamination problem has since become widespread (24 US states report fnding MTBE at least 60%
of the time when sampling groundwater). Large amounts of drinking water became unusable because of the odour
and taste of MTBE.

The adverse human health effects o